
OVERVIEW
Offices of inspectors general (OIGs) are independent 
watchdogs charged with investigating and reporting 
waste, fraud, and abuse within the entity they oversee. 
Most executive agencies have a corresponding 
OIG and there are several in the legislative branch. 
Whistleblowers are often key partners for OIGs, 
helping the watchdogs identify misconduct. Some 
whistleblowers rely on OIGs as the exclusive means 
of enforcing their rights and protections. Each OIG’s 
protocol for working with whistleblowers varies. 

INSPECTOR GENERAL ACT OF 1978
The Inspector General Act of 1978 (IG Act), as amended, 
lays out the structure and requirements for most federal 
OIGs. (5 U.S.C. App.). OIGs that do not fall within the IG 
Act may follow some of its provisions through their own 
policies or authorizing statutes.

Mandate And Structure
OIGs are fact finders; they do not address the issues 
they uncover. Rather, they make recommendations for 
corrective action or other reforms. Under the IG Act, 
Congress charges OIGs with three general roles:

 ■ Overseeing agency work through audits  
and investigations 

 ■ Promoting economy, efficiency, and effectiveness 
in programs and operations while preventing and 
detecting fraud and abuse

 ■ Keeping the head of the agency and Congress 
fully informed about problems and deficiencies 
uncovered

OIGS AND WHISTLEBLOWERS
Given the OIGs’ mandate, whistleblowers can be 
critical partners in their oversight work. For example, 
whistleblower disclosures can trigger OIG investigations 
into issues like corruption or gross waste within an 
agency, as well as audits and investigations into fraud 

or misconduct related to the agency’s contracts or 
grants. Whistleblowers are commonly employees of the 
relevant federal agency, or they are federal contractors, 
subcontractors, grantees, subgrantees, or personal 
services contractors.

Depending on the circumstances, OIGs may investigate 
a whistleblower disclosure, a whistleblower retaliation 
complaint, or both.

Disclosures alleging misconduct
Section seven of the IG Act permits OIGs to receive 
and investigate disclosures from agency employees 
“concerning the possible existence of an activity 
constituting a violation of law, rules, or regulations, 
or mismanagement, gross waste of funds, abuse 
of authority or a substantial and specific danger to 
the public health and safety.” OIGs typically receive 
whistleblower disclosures through an intake form on 
the OIG’s website, a hotline that whistleblowers can call 
directly, or an email address. 

The IG Act, and many other federal whistleblower 
laws, protect qualifying disclosures made to the relevant 
OIG. Note that, outside of specific circumstances 
discussed below, OIGs are not required to investigate 
whistleblower disclosures. They are also not required to 
provide updates or reports to their source, even where 
an investigation is pursued.

Note on the Office of Special Counsel: In addition 
to reporting misconduct with the OIG, most executive 
branch employees can file whistleblower disclosures with 
the Office of Special Counsel (OSC), an independent 
federal agency that, among other roles, enforces the 
Whistleblower Protection Enhancement Act. Note 
that when OSC determines that an investigation into 
the whistleblower disclosure is warranted, OSC refers 
the allegations to the agency, while requiring that the 
agency produce a report of its investigation for OSC. 
Investigations referred in this manner may be handled by 
the agency’s OIG. (5 U.S.C. § 1213).
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Congress plays a critical role in learning from and protecting whistleblowers in furtherance if 
of its Article I constituent and oversight responsibilities. This work may require heightened 
sensitivity because of the high stakes involved. Reach out to the Office of the Whistleblower 
Ombuds for further information and see the related Whistleblower Intake Checklist in its 
library of guidance documents. Here are some “Do’s and Don’ts” to help guide you when a 
whistleblower contacts your office. 

 Do thank the whistleblower for reaching out. 
 ■ Acknowledge the courage it takes to  

come forward.

 ■ Exercise sensitivity and compassion; it can help  
to build trust and help the individual feel heard.

 Do share key disclaimers, such as:
 ■ The Constitution and other laws establish  

the right for whistleblowers to communicate  
with Congress.

 ■ There is still a risk of retaliation; consult 
experienced counsel to help mitigate that risk.

 ■ Most whistleblowers should blow the whistle on 
their own time and with their own resources.

 ■ The disclosure of classified information may only 
be done through lawful channels.

 Do ask if they are represented by counsel or 
open to looking for counsel. 
 ■ An experienced attorney can help them navigate 

the difficult road ahead and reinforce their ability 
to work safely and effectively with your office.

 Do ask about their goals in coming forward.
 ■ Hearing their goals may inform your assessment 

of whether and how you will work with them and 
inform any follow-up.

 Do use active, structured listening.
 ■ Use key questions to guide the conversation, 

then summarize their responses to ensure you 
understand the facts correctly. 

 Do discuss your office’s practices for 
protecting whistleblower confidentiality. 
 ■ Clause 21 of the House Code of 

Conduct mandates certain protections  
for whistleblower confidentiality.

 Do share resources with the whistleblower.  
For example:
 ■ Whistleblower Survival Tips and a menu  

of nonprofit support organizations (available at 
https://whistleblower.house.gov).

DO'S
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WORKING WITH WHISTLEBLOWERS:  

DO’S AND DON’TS

WHISTLEBLOWER CASE MANAGEMENT  
INTAKE WORKFLOW

Contact the Office of the Whistleblower Ombuds for a confidential case consultation, or to help your office develop intake 
procedures and to access our templates at whistleblower.house.gov

POTENTIAL NEXT STEPS
• Request a briefing from employer/

whistleblower office/OIG

• Submit oversight letter and request 
documents

• Press release/floor statement

• Hearing and remedial legislation

• More whistleblowers coming forward? 

• New evidence or retaliation to consider?

DISCLAIMERS
• Right to communicate 

with Congress

• Risk of retaliation, consult 
experienced counsel

• Most should blow the whistle on 
own time with own resources

• Your office’s jurisdiction

• No classified information over 
unsecured channels

• Right to confidentiality

DISCUSS
• Do they have legal counsel?

• Desired confidentiality?

• Boundaries around  
further use of information

• Manage expectations around 
capacity and response time

• Obtain consent prior to any sharing

• Share Survival Tips and 
government/non-government 
referral options

• Refrain from accepting documentary 
evidence until needed and plan for 
secure sharing

VET THE ALLEGATIONS
• Assignments for  

whistleblower - timeline  
of events and summary  
of evidence

• Consider alternate ways to  
safely get evidence

• Are there corroborating witnesses? 

• Any investigative reports for review? 
(e.g. OIGs, whistleblower offices)

• With consent, query to third-parties

AUTO REPLY OR FRONT LINE INTAKE/CASEWORKER

Restrict access to those with need-to-know

1. Refer 
whistleblower  
to other entities 

2. Provide 
resources 
including 
Survival Tips

3. Close out  
case file

How was evidence obtained?
Limitations on further use?

Does this matter fit within office’s priorities?

Hotline/PhoneWeb-based form Email In-person

INTAKE

ENSURE YOU HAVE KEY FACTS

1. Name
2. Contact information
3. Employment status & employer

4. Issue being disclosed
5. Disclosures made elsewhere?
6. Goals in working with Congress

Within office jurisdiction?
Could this matter be an office priority?

INVESTIGATE FURTHER

PRIORITIZE

FOLLOW-UP WITH WHISTLEBLOWER’S CONSENT

1. Protect Whistleblower
2. Advance Disclosures

3. Additional Investigation 
4. Additional Referrals

YESNO

NO POTENTIALLY

Acknowledge receipt and provide timeline for expected follow up

UPDATE SECURE TRACKING SYSTEM

INITIAL SCREENING

DETAILS TO KEEP IN MIND
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HOW TO PARTNER WITH 
WHISTLEBLOWERS ON OVERSIGHT

WORKING WITH WHISTLEBLOWERS  
STARTER PACK FOR COMMITTEES

DESK GUIDE: Working with Whistleblowers: Do’s and Don’ts
This desk guide is a primer on best practices and common pitfalls when 
working with whistleblowers.

MANUAL: Best Practices for Working with Whistleblowers
This manual, available on HouseNet, provides foundational guidance and 
templates for working with whistleblowers. Pair it with the Office’s Best 
Practices for Working with Whistleblowers training. 

VIDEO: Safely Vetting a Whistleblower Disclosure: Quick Tips
This short video explores how to safely vet whistleblower disclosures. Check 
out the Working with Whistleblowers Learning Path for more trainings.

GUIDANCE: How to Partner with Whistleblowers on Oversight
This guidance document addresses advanced questions and strategies  
to support Congress’ partnerships with oversight sources. It is part of a  
library of guidance documents.

INFOGRAPHIC: Whistleblower Case Management Intake Workflow
This infographic is a desk guide for the case management workflow — 
from intake through referral and follow-up. It can be paired with Guiding 
Phrases for Working with Whistleblowers.

FACT SHEET: Whistleblowers and Offices of Inspectors General
This fact sheet examines how whistleblowers may work with offices of 
inspectors general, including their role in administering retaliation  
complaints. It is part of a larger menu of fact sheets.

Congress relies on whistleblowers to carry out its oversight responsibilities  
pursuant to Article I of the Constitution. This starter pack identifies best  
practice resources for committees when working with sources from the  
public and private sectors. It is part of a larger resource library developed by 
the independent, nonpartisan Office of the Whistleblower Ombuds. Learn 
more about the Office’s confidential services. 
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The ability to sift through large amounts of information quickly is so essential in our 
line of work, and the Whistleblower Ombuds Office make it easy to do so with their 
tools and resources.” – Counsel
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