SECURE WHISTLEBLOWER
COMMUNICATIONS STARTER PACK

This starter pack identifies secure communication procedures and tools for House
offices when working with whistleblower constituents and oversight sources, in
support of the House Code of Official Conduct confidentiality requirements. It is
part of a larger resource library developed by the independent, nonpartisan 3
Office of the Whistleblower Ombuds. &

l l Information on best practices for the intake of a claimant and for navigating to ensure
their privacy is kept intact [was most helpful].” — Deputy District Director

PROCEDURES: Template Whistleblower Confidentiality Policy Template WhisteblowerConfidentalty Polcy
This template provides best practice procedures for the confidentiality of &
whistleblower information.

VIDEO: Maintaining Whistleblower Confidentiality: Quick Tips
. . L L , _ , @&~ MAINTAINING WHISTLEBLOWER
This short video illuminates quick tips to protect a whistleblower's information CONFIDENTIALITY QUICK TIPS
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and the security of Congress’ casework and oversight work. A4
A

VIDEO: Protecting Whistleblower Information: A Deep Dive & PROTECTING WHISTLEBLOWER
INFORMATION: A DEEP DIVE

This interactive training allows users to practice securely handling a fictional
source's information.
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WEBFORM: Member Digital Whistleblower Intake Webform DIGITAL WHISTLEBLOWER
This webform provides end-to-end encrypted transfer of whistleblower information AKEEORM
from the Member's website directly to their Correspondence Management System.

WEBFORM: Committee Secure Whistleblower Intake Webform SECURE WHISTLEBLOWER
This process uses Microsoft Forms and Lists to intake whistleblower information E WEBFORM FOR COMMITTEES
to the committee’s Office 365 productivity suite, with the use of encryption.

APPLICATION: Signal G
This messaging service, available on House App catalogs, provides end-to-end e
encrypted communication of sensitive information, including texts, files, and calls.
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