
Template Whistleblower Confidentiality Policyi 

Purpose: The purpose of this document is to ensure sufficient protections for the confidentiality of sensitive 
whistleblower information as the [MEMBER OFFICE OR COMMITTEE] (hereinafter, “Office”) engages 
with whistleblowers from the public and private sectors to support the Office’s oversight work [AND 
CONSTITUENT SUPPORT FUNCTIONS]. 

Requirements: The House Code of Official Conduct mandates confidentiality protections for whistleblower 
information, and House Information Security Policy requires heightened security protections for information 
provided in confidence or with restrictions on its use.ii 

Information provided to the Office by a constituent, source, or whistleblower (hereinafter, “whistleblower”) 
may fall within the ambit of this policy. As a best practice, the Office will assume that whistleblower 
information is sensitive and should be handled and used with caution. 

Note: This Information Security Policy relates solely to information that is not classified. Policy and 
procedures for matters relating to classified material or communications are not contained in this 
document. Consult the Office of House Security for specific guidance concerning the lawful handling 
of classified information. Consult the Office of the Whistleblower Ombuds for guidance on the laws and 
processes that protect classified whistleblowing disclosures. 

1. Decision maker(s). 
The [MEMBER/CHAIR/RANKING MEMBER] has responsibility for making the key decisions 
affecting the Office’s collection, retention, and use of all information related to whistleblower matters. 

2. Principal contact. 
The principal contact for overseeing and implementing this policy is the Office’s [INSERT TITLE]. 

3. Office staff cybersecurity training requirements. 
Personnel handling sensitive information are responsible for meeting all minimum cybersecurity 
training requirements in accordance with House Information Security policies. 

4. Purpose for collecting information. 
The Office will collect information from whistleblowers to further the Office’s oversight goals 
[AND SUPPORT CONSTITUENT SERVICES]. Whistleblowers may be constituents or individuals 
seeking the Office’s assistance with remedying misconduct or seeking assistance for reprisal they 
face for reporting misconduct. 

 
i This document has been informed by: 

1. The E-Government Act of 2002, sect. 208, P.L. 107-347, 116 Stat. 2899 (Dec. 17, 2002); 
2. Office of Management and Budget Memorandum M-03-22, OMB Guidance for Implementing the Privacy Provisions of 

the E-Government Act of 2002 (Sept. 26, 2003); 
3. Fair Information Practice Principles reported in Privacy Online: Fair Information Practices in the Electronic Marketplace, A 

Report to Congress, Federal Trade Commission (May 2000); and 
4. House Information Security Publication, Guidelines for Identifying, Handling, and Protecting House Sensitive Information, 

HISPUB 10.1 (Sept. 4, 2025). 
ii House Code of Official Conduct, H.R. Res. 5, 119th Cong. (2025) (enacted).; House Information Security Policy, Protection of 

Sensitive Information, HISPOL 10.0 (May 31, 2024). 

HOW DOES WORKING WITH 
WHISTLEBLOWERS DIFFER  
FROM CASEWORK?
Your office’s work with whistleblowers may overlap with 
casework, but there are some key distinctions: 

 ■ It can be more resource-intensive than casework 
as your staff carefully investigates the matter 

 ■ It may require additional precautions due to the 
sensitivity of the issue and the risk of retaliation 

 ■ Specific laws establish the right for 
whistleblowers to communicate with Congress, and 
the House Code of Official Conduct requires offices 
to protect whistleblower confidentiality

WHAT ARE THE BENEFITS  
TO MY OFFICE?
Whistleblowers come from both the public and private 
sectors, and by working effectively with whistleblowers, 
you will:

 ■ Better serve your constituents

 ■ Increase the flow of information to your office

 ■ Bolster your oversight role on the committees on 
which you serve

NEXT STEPS
 ■ Use MyServiceRequests to submit a 

"Whistleblower Intake Form Request" and enable  
this tool on your website.

 ■ Contact the Office of the Whistleblower Ombuds 
for a full range of confidential services to guide your 
safe and effective work with whistleblowers from the 
public and private sectors.

202-226-6638  |  whistleblower.house.gov 
WhistleblowerOffice@mail.house.gov

DIGITAL WHISTLEBLOWER  
INTAKE FORM

Member offices may hear from whistleblower 
constituents or other sources who want to 
report alleged wrongdoing or seek support  
in fending off retaliation. 

To facilitate with these communications,  
a secure Digital Whistleblower Intake Form 
is available for Member websites. This best 
practices webform will:

 ■ Capture the information necessary for 
the initial intake/screening and securely 
funnel it into your Correspondence 
Management System

 ■ Free up staff capacity by streamlining the 
intake of complex whistleblower matters

 ■ Reinforce your office’s ability to work 
safely and effectively with whistleblowers

An encrypted whistleblower intake webform solution for Member offices

202-226-6638  |  whistleblower.house.gov 
WhistleblowerOffice@mail.house.gov

SECURE WHISTLEBLOWER  
INTAKE WEBFORM FOR COMMITTEES
An encrypted whistleblower intake webform solution for committees

House committees may hear from whistleblowers 
or other concerned individuals who have 
information about alleged wrongdoing or to 
otherwise support your Article I oversight 
responsibilities. Whistleblowers come from both 
the public and private sectors, and by working 
effectively with them, you will: 

 ■ Increase the flow of information to  
your committee 

 ■ Bolster your oversight by leveraging  
insights provided by those in the know

However, the sensitivity of your oversight  
work requires extra precautions for protecting  
whistleblower information.  
 
Now you can securely capture the information 
necessary for the initial intake/screening of a 
whistleblower matter and funnel it into your Office365 
productivity suite, while the information remains 
encrypted along the way. This will: 

 ■ Free up staff capacity by streamlining the 
intake of complex whistleblower matters — 
the information will flow from your intake 
webform to your Office365 environment and be 
immediately ready for your evaluation.

 ■ Reinforce your committee’s ability to work 
safely and effectively with whistleblowers —  
the information will be encrypted from the 
source’s browser to your Office365 suite.  
No more reliance on less secure email.

The Secure Whistleblower Intake Webform for 
Committees is a process that uses Microsoft Forms 
and Lists to securely intake sensitive whistleblower 
information from the source’s browser to your 
Office365 productivity suite. 

Office 365 provides encryption for data when it 
is moving between servers and when it is at rest. 
When using Microsoft Forms to implement your 
committee’s webform and by configuring the 
webform submittals to flow into Microsoft Lists, the 
data will be encrypted along the way. You won’t 
have to rely on insecure email, and the whistleblower 
submission will be funneled directly to your office 
productivity environment. 

The House Office of Cyber Security has analyzed 
the process and determined that there are no security 
concerns with the implementation. 

NEXT STEPS
Contact the Office of the Whistleblower Ombuds 
to learn about configuring a Secure Whistleblower 
Intake Webform for your committee. 

202-226-6638  |  whistleblower.house.gov 
WhistleblowerOffice@mail.house.gov

Information on best practices for the intake of a claimant and for navigating to ensure 
their privacy is kept intact [was most helpful].” — Deputy District Director

SECURE WHISTLEBLOWER  
COMMUNICATIONS STARTER PACK
This starter pack identifies secure communication procedures and tools for House  
offices when working with whistleblower constituents and oversight sources, in 
support of the House Code of Official Conduct confidentiality requirements. It is 
part of a larger resource library developed by the independent, nonpartisan 
Office of the Whistleblower Ombuds.

PROCEDURES: Template Whistleblower Confidentiality Policy
This template provides best practice procedures for the confidentiality of 
whistleblower information.

VIDEO: Maintaining Whistleblower Confidentiality: Quick Tips
This short video illuminates quick tips to protect a whistleblower’s information  
and the security of Congress’ casework and oversight work.

VIDEO: Protecting Whistleblower Information: A Deep Dive
This interactive training allows users to practice securely handling a fictional 
source’s information.

WEBFORM: Member Digital Whistleblower Intake Webform
This webform provides end-to-end encrypted transfer of whistleblower information 
from the Member’s website directly to their Correspondence Management System.

WEBFORM: Committee Secure Whistleblower Intake Webform
This process uses Microsoft Forms and Lists to intake whistleblower information  
to the committee’s Office 365 productivity suite, with the use of encryption.

APPLICATION: Signal
This messaging service, available on House App catalogs, provides end-to-end 
encrypted communication of sensitive information, including texts, files, and calls.
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