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This document addresses common questions House offices may have when working with 
whistleblowers on sensitive matters, including requirements and best practices for handling restricted 
information. The Office of the Whistleblower Ombuds is available for case-specific confidential 
consultations as well as private trainings on related best practices. For legal advice, contact the  
House Office of General Counsel.

CONGRESS’ OBLIGATIONS WHEN 
WORKING WITH WHISTLEBLOWERS

APPROACHES TO MITIGATE RISK
Congress cannot provide legal advice to whistleblowers. 
However, it is appropriate to recommend that the 
whistleblower consult knowledgeable counsel before 
sharing restricted documentation. 

As a rule, whistleblowers are bringing forward 
information that needs to be handled with caution. 
To mitigate potential risk to the whistleblower and 
your office, avoid requesting documentary evidence. 
Rather, first ask the whistleblower for a summary of the 
underlying issue they want to disclose and how they 
learned about it. Ask follow-up questions to help verify 
their allegations, including how you can safely obtain 
supporting evidence.1 Consult with the whistleblower 
and receive their consent before acting on information 
that they have shared to avoid exposing them to 
unintended harm. 

Due to limited legal protections, the whistleblower could 
still face forms of criminal retaliation for sharing evidence 
with your office (e.g., an employer may claim “theft” of 
their documents). Private sector whistleblowers may 
also be targets of civil retaliation (e.g., an expensive 
defamation or “SLAPP” suit). Even where these 
retaliatory lawsuits are meritless, they can greatly 
disrupt the whistleblower’s career and personal lives. 
Congressional offices that engage with a whistleblower 
could potentially have staff called as witnesses or 
otherwise be required to produce documents or other 

records in connection with either a related criminal 
proceeding or related civil litigation. There may be 
alternative methods to confirm the whistleblower’s 
allegations without associating them. When in doubt, 
consult respective legal counsel for guidance.

COMPLIANCE WITH THE  
HOUSE CODE OF CONDUCT
The House Code of Official Conduct includes 
requirements for working with whistleblowers from 
the public and private sectors.2 Clause 20 prohibits the 
House from engaging in retaliation against individuals 
because of truthful disclosures made to certain 
congressional offices or to law enforcement. Clause 21 
prohibits the House from publicly disclosing the identity 
of, or personally identifiable information about, an 
individual who has engaged in protected whistleblowing 
with Congress, without their prior voluntary written 
consent. Some limitations and exceptions exist, and 
the Office of the Whistleblower Ombuds is prepared to 
assist House offices with compliance.
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LEGAL DISCLAIMER: This document is for general informational purposes only. Its contents are not legal advice.

Since whistleblower laws 
and procedures are pretty 
complicated, it was great 

to have experts help us 
understand how we can 

provide support to the 
folks who call in with 

whistleblower problems.”

POTENTIAL NEXT STEPS
• Request a briefing from employer/

whistleblower office/OIG

• Submit oversight letter and request 
documents

• Press release/floor statement

• Hearing and remedial legislation

• More whistleblowers coming forward? 

• New evidence or retaliation to 
consider?

DISCLAIMERS
• Right to communicate 

with Congress

• Risk of retaliation, consult 
experienced counsel

• Most should blow the whistle on 
own time with own resources

• Your office’s jurisdiction

• No classified information over 
unsecured channels

• Right to confidentiality

DISCUSS
• Do they have legal counsel?

• Desired confidentiality?

• Boundaries around  
further use of information

• Manage expectations around 
capacity and response time

• Obtain consent prior to any sharing

• Share Survival Tips and 
government/non-government 
referral options

• Refrain from accepting documentary 
evidence until needed and plan for 
secure sharing

VET THE ALLEGATIONS
• Assignments for  

whistleblower - timeline  
of events and summary  
of evidence

• Consider alternate ways to  
safely get evidence

• Are there corroborating witnesses? 

• Any investigative reports for review? 
(e.g. OIGs, whistleblower offices)

• With consent, query to third-parties

AUTO REPLY OR FRONT LINE INTAKE/CASEWORKER

WHISTLEBLOWER CASE MANAGEMENT  
INTAKE WORKFLOW

Restrict access to those with need-to-know

1. Refer 
whistleblower  
to other entities 

2. Provide 
resources 
including 
Survival Tips

3. Close out  
case file

How was evidence obtained?
Limitations on further use?

Does this matter fit within office’s priorities?

Hotline/PhoneWeb-based form Email In-person

INTAKE

ENSURE YOU HAVE KEY FACTS

1. Name
2. Contact information
3. Employment status & employer

4. Issue being disclosed
5. Disclosures made elsewhere?
6. Goals in working with Congress

Within office jurisdiction?
Could this matter be an office priority?

INVESTIGATE FURTHER

PRIORITIZE

FOLLOW-UP WITH WHISTLEBLOWER’S CONSENT

1. Protect Whistleblower
2. Advance Disclosures

3. Additional Investigation 
4. Additional Referrals

YESNO

NO POTENTIALLY

Acknowledge receipt and provide timeline for expected follow up

UPDATE SECURE TRACKING SYSTEM

INITIAL SCREENING

DETAILS TO KEEP IN MIND

Contact the Office of the Whistleblower Ombuds for a confidential case consultation, or to help your office develop 
intake procedures and to access our templates at whistleblower.house.gov

The Office of the Whistleblower Ombuds is an independent, nonpartisan support office that advises 
the House on best practices for working with whistleblowers from the public and private sectors. 
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In what contexts may I work with whistleblowers?
As a Member of Congress, you may hear from whistleblower constituents or 
other sources who are seeking to inform you about alleged wrongdoing, or 
who otherwise are seeking your support in fending off retaliation. By working 
effectively with whistleblowers, you will: 

 ■ Better serve your constituents

 ■ Increase the flow of information to your office 

 ■ Bolster your oversight role on the committees on which you serve 

How is working with whistleblowers distinct from  
traditional casework?
Your office’s work with whistleblowers may overlap with casework, but there  
are some key distinctions:

 ■ It can last much longer than casework as your staff carefully investigates  
the matter 

 ■ It may require additional precautions due to the sensitivity of the issue and 
the risk of retaliation

 ■ Specific laws establish the right for whistleblowers to communicate with 
Congress, and the House Code of Official Conduct requires  
whistleblower confidentiality

In turn, congressional staff need the tools to work effectively with  
whistleblowers—from the initial screening stage to resulting oversight  
initiatives. Is your office prepared for these interactions?

How can the Office of the Whistleblower Ombuds help?
Working with whistleblowers can be complex. Rest assured, the Office of  
the Whistleblower Ombuds provides confidential services to help you and  
your staff work effectively with whistleblowers, including:

 ■ Private trainings on best practices for working with whistleblowers

 ■ Customized guidance for the development of whistleblower intake 
procedures

 ■ Confidential consultations to assist your office in responding to 
whistleblowers

 ■ Technical expertise around whistleblower legislation

I found the comprehensive 
list of resources provided 
to me, the quick response 
time, and the ability to talk 
through situations over the 
phone with a staff member 
to be the most helpful.”

The trainings provided to 
staff proved quite a help. 
Since whistleblower laws 
and procedures are pretty 
complicated, it was great 
to have experts help us 
understand how we can 
provide support to the  
folks who call in with 
whistleblower problems.”

GUIDANCE FOR MEMBERS ON 
WORKING WITH WHISTLEBLOWERS
How to Support Constituents and Sources
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Congress plays a critical role in learning from and protecting whistleblowers in furtherance if 
of its Article I constituent and oversight responsibilities. This work may require heightened 
sensitivity because of the high stakes involved. Reach out to the Office of the Whistleblower 
Ombuds for further information and see the related Whistleblower Intake Checklist in its 
library of guidance documents. Here are some “Do’s and Don’ts” to help guide you when a 
whistleblower contacts your office. 

 Do thank the whistleblower for reaching out. 
 ■ Acknowledge the courage it takes to  

come forward.

 ■ Exercise sensitivity and compassion; it can help  
to build trust and help the individual feel heard.

 Do share key disclaimers, such as:
 ■ The Constitution and other laws establish  

the right for whistleblowers to communicate  
with Congress.

 ■ There is still a risk of retaliation; consult 
experienced counsel to help mitigate that risk.

 ■ Most whistleblowers should blow the whistle on 
their own time and with their own resources.

 ■ The disclosure of classified information may only 
be done through lawful channels.

 Do ask if they are represented by counsel or 
open to looking for counsel. 
 ■ An experienced attorney can help them navigate 

the difficult road ahead and reinforce their ability 
to work safely and effectively with your office.

 Do ask about their goals in coming forward.
 ■ Hearing their goals may inform your assessment 

of whether and how you will work with them and 
inform any follow-up.

 Do use active, structured listening.
 ■ Use key questions to guide the conversation, 

then summarize their responses to ensure you 
understand the facts correctly. 

 Do discuss your office’s practices for 
protecting whistleblower confidentiality. 
 ■ Clause 21 of the House Code of 

Conduct mandates certain protections  
for whistleblower confidentiality.

 Do share resources with the whistleblower.  
For example:
 ■ Whistleblower Survival Tips and a menu  

of nonprofit support organizations (available at 
https://whistleblower.house.gov).

DO'S

NEXT PAGE: DON'TS  

WORKING WITH WHISTLEBLOWERS:  

DO’S AND DON’TS

WORKING WITH WHISTLEBLOWERS STARTER PACK

ONE PAGER: Guidance for Members on Working with Whistleblowers 
This one pager provides an overview of how Member Offices can work effectively 
with whistleblower constituents and other sources.

DESK GUIDE: Working with Whistleblowers: Do’s and Don’ts
This desk guide is a primer on best practices and common pitfalls when working 
with whistleblowers.

GUIDANCE DOCUMENT: Congress’ Obligations When Working  
with Whistleblowers
This document addresses common questions offices may have when working 
with whistleblowers, including requirements and best practices for handling 
restricted information.

VIDEO: Whistleblower Intake 5 Quick Tips
This video offers introductory guidance for conducting intake. Check out the 
Working with Whistleblowers Learning Path for more quick tips.

INFOGRAPHIC: Whistleblower Case Management Intake  
Workflow with Guiding Phrases
This infographic is a desk guide for the case management workflow —  
from intake through follow-up. It can be paired with Guiding Phrases for 
Working with Whistleblowers.

TRAINING MANUAL: Best Practices for Working with Whistleblowers
This manual, available on HouseNet, provides foundational guidance and 
templates for working with whistleblowers. Pair it with the Office’s Best Practices 
for Working with Whistleblowers training.

This starter pack identifies best practice resources for House offices when 
working with whistleblower constituents and oversight sources. It is part of 
a larger resource library developed by the independent, nonpartisan 
Office of the Whistleblower Ombuds. Learn more about the Office’s 
confidential services.
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The resources provided and the confidential phone call were invaluable! – House Staffer

https://housenet.house.gov/campus/service-providers/office-of-the-whistleblower-ombuds/documents
https://whistleblower.house.gov/sites/evo-subsites/whistleblower-evo.house.gov/files/Congress_Obligations_When_Working_With_Whistleblowers.pdf
https://whistleblower.house.gov/sites/whistleblower.house.gov/files/Whistleblower_Intake_Infographic.pdf
https://whistleblower.house.gov/sites/whistleblower.house.gov/files/Members_Working_with_Whistleblowers.pdf
https://whistleblower.house.gov/sites/evo-subsites/whistleblower.house.gov/files/evo-media-document/Dos_and_Donts.pdf
https://whistleblower.house.gov/
https://whistleblower.house.gov/sites/whistleblower.house.gov/files/Members_Working_with_Whistleblowers.pdf
https://whistleblower.house.gov/sites/evo-subsites/whistleblower.house.gov/files/evo-media-document/Dos_and_Donts.pdf
https://whistleblower.house.gov/sites/evo-subsites/whistleblower-evo.house.gov/files/Congress_Obligations_When_Working_With_Whistleblowers.pdf
https://house.csod.com/samldefault.aspx?returnUrl=%252fDeepLink%252fProcessRedirect.aspx%253fmodule%253dlodetails%2526lo%253d3e626f2a-52d0-4fd3-8ba2-5beb612c8498
https://house.csod.com/ui/lms-learner-playlist/PlaylistDetails?playlistId=4f21d94b-d397-416a-8758-a3d0028af13f
https://whistleblower.house.gov/sites/evo-subsites/whistleblower.house.gov/files/Whistleblower_Intake_Infographic.pdf
https://housenet.house.gov/Interact/Pages/Section/ContentListing.aspx?subsection=4567
https://housenet.house.gov/Interact/Pages/Section/ContentListing.aspx?subsection=4567
https://housenet.house.gov/page/3193?SearchId=0
https://whistleblower.house.gov/trainings
https://whistleblower.house.gov/resources
https://whistleblower.house.gov/resources/congressional-services
https://whistleblower.house.gov/
mailto:WhistleblowerOffice%40mail.house.gov?subject=
https://house.csod.com/ui/lms-learning-details/app/video/3e626f2a-52d0-4fd3-8ba2-5beb612c8498

