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OVERVIEW

In the fast-evolving and often opaque technology
industry, employees may encounter practices

with significant public impact—from data privacy
violations and the misuse of artificial intelligence to
cybersecurity vulnerabilities and content moderation
concerns. This fact sheet outlines whistleblower
protections available to private-sector tech workers
and identifies additional resources for guidance

and support,

For information on public sector or federal contractor
and grantee whistleblowing, see the Office of the
Whistleblower Ombuds' related fact sheets,

Individuals considering blowing the whistle should do
so under advisement of a whistleblower attorney.

FEDERAL WHISTLEBLOWER LAWS

Whistleblowers rely on laws to protect them from their
employer’s retaliation when they expose misconduct
to audiences like Congress, regulators, and the public.
However, unlike many other private sector workers
such as those in transportation or food manufacturing,
for example, tech workers lack industry-specific
whistleblower protections. As such, these individuals
face heightened risks when they disclose wrongdoing.

Despite the lack of tech-specific rights, there are several
laws that may apply depending on the circumstances.
Many are enforced through the Occupational Safety
and Health Administration's Whistleblower Protection
Program (WPP), including:

= Sarbanes Oxley Act (SOX): Protects employees
and officers of publicly traded companies
who expose the company for defrauding its
shareholders. SOX also covers employees of
the company’s subsidiaries, contractors and
subcontractors, among others

= Criminal Antitrust Anti-Retaliation Act: Protects
disclosures around antitrust issues like price-fixing

= Taxpayer First Act: Protects disclosures around
tax fraud or nonpayment

Occupational Safety and Health Act:
Protects disclosures around workplace health
and safety concerns

Other relevant whistleblower protection laws are
administered by federal courts or other executive branch
regulatory agencies. For example:

Defend Trade Secrets Act: Provides liability
immunity to those who disclose trade secrets
when reporting a suspected legal violation to a
government authority or in a lawsuit

False Claims Act (FCA): Protects disclosures
related to fraud against the federal government

National Labor Relations Act (NLRA):
Protects employees who are engaged in
“concerted activities for the purpose of...
mutual aid or protection.” For instance, their
workplace organizing activities opposing their
employer's practices
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Several laws may be particularly relevant to those
working in the financial tech field. The Dodd-Frank
Wall Street Reform and Consumer Protection
Act includes three distinct whistleblower laws that
established the following programs:

= The Securities and Exchange Commission
(SEC) Whistleblower Program: Deals with
securities law violations like insider trading, and
has fined companies and their employees over
misleading statements about their use of Al and
other technologies

= The Commodity Futures Trading Commission
(CFTC) Whistleblower Program: Focuses on
violations of commodity futures and derivatives

= The Consumer Financial Protection Bureau
(CFPB) Whistleblower Program: Focuses on
abuses in the consumer financial sectors like
mortgage practices and consumer credit

Importantly, each of these whistleblower laws varies in
terms of key fundamentals such as their statutes

of limitations, the protected audiences, and the remedies

or awards available. Further, while some laws have the
potential to financially reward whistleblowers whose
disclosures lead to successful enforcement actions,
these payouts can take years, and the laws have strict
procedural requirements that must be followed.

With all whistleblowing, knowledgeable attorneys can
help individuals understand the laws as they apply to
each unigue circumstance and are best positioned

to give confidential legal advice tailored to the
whistleblower's goals.

NDAS AND AN EMPLOYEE'S RIGHT
TO REPORT MISCONDUCT

Tech industry nondisclosure agreements (NDAS)

and other workplace policies can be wide-reaching,
restricting employees from disclosing information that
may go beyond confidential business information or
trade secrets.

ADDITIONAL RESOURCES

Many whistleblower laws include non-waivable
“anti-gag"” provisions, which establish that whistleblower
rights supersede workplace NDAs or other prior
restrictions on an individual's right to make a protected
disclosure. Some laws like the Defend Trade Secrets
Act also require employers to provide employees with
prior notice of their rights. Notably, whistleblowers have
sought SEC review of restrictive NDAs for potentially
violating whistleblower rights.

Importantly, as many tech workers are not protected by
a whistleblower statute, anti-gag rights may not exist.
Even where they do, there may be limitations around
public disclosures and restrictive orders can still chill
employee speech or require them to engage in costly
legal battles. Individuals should proceed cautiously and
consult a knowledgeable attorney, particularly when
NDAs are involved.

WORKERS EMPLOYED ABROAD

Given the global reach of the tech industry, it is
important to consider whether each law protects
disclosures by those whose primary worksite is outside
the United States (e.g., a U.S. citizen working in the
London office of a U.S.-based tech company).

While international whistleblowers can be eligible for
awards under the Dodd-Frank Act, its anti-retaliation
provisions do not generally apply to those outside the
United States, as courts have held that the Act lacks
extraterritorial reach. Similarly, under the Sarbanes
Oxley Act (SOX), courts have denied protection to
those living abroad, citing the presumption against
extraterritoriality. However, in some cases,

protections have been extended when there

is significant involvement by a company’s U.S.
headquarters in the retaliation, or when the connection
between the reported misconduct and U.S. operations is
especially strong.

Congressional Research Service: Survey of Federal Whistleblower and Employee Protection Statutes

Congressional Research Service: Anti-Retaliation Provisions for Reporting Wrongdoing in State
Whistleblower Statutes, False Claims Statutes, and Other State Laws

The Signals Network: A Tech Worker’s Guide to Whistleblowing
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