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NEXT STEPS
• Request a briefing from employer/

whistleblower office/OIG

• Document requests for additional 
evidence

• Press release/floor statement

• Hold a hearing and consider remedial 
legislation

• More whistleblowers coming forward? 
New evidence to consider?

• Share menu of referral options

DISCLAIMERS
• Right to communicate 

with Congress

• Risk of retaliation, consult 
experienced counsel

• Blow the whistle on own time with 
own resources

• Your office’s jurisdiction

• No classified information over 
unsecured channels

• Office confidentiality practices, 
and right to confidentiality

DISCUSS
• Do not provide legal advice

• Desired confidentiality?

• Boundaries around  
further use of information

• Obtain consent prior to any sharing

• Share Survival Tips and menu of 
government and non-government 
referral options, advise them to 
obtain experienced counsel

• Refrain from accepting  
documentary evidence until  
you feel sure that you can  
accept it safely

VET THE ALLEGATIONS
• Homework assignments for 

potential whistleblower –  
timelines and detailed  
summaries of key evidence

• Consider alternate ways to  
safely get evidence

• Are there corroborating witnesses?

• Disclosures to other entities? (e.g. 
congressional offices, watchdogs) 

• Any investigative reports for review?

• With consent, query to third-parties

AUTO REPLY OR FRONT LINE INTAKE/CASEWORKER

WHISTLEBLOWER CASE MANAGEMENT  
INTAKE WORKFLOW

Restrict access to those with need-to-know

1. Refer 
whistleblower  
to other entities 

2. Provide 
resources 
including 
Survival Tips

3. Close out  
case file

How was evidence obtained?
Limitations on further use?

Does this matter fit within office’s priorities?

Hotline/PhoneWeb-based form Email In-person

INTAKE

ENSURE YOU HAVE KEY FACTS

1. Name
2. Contact information
3. Issue being disclosed
4. Type of assistance sought

5.  Confidentiality desired
6. Employment status & employer
7. Represented by a lawyer?
8. Goals in working with Congress

Within office jurisdiction?
Could this matter be an office priority?

INVESTIGATE FURTHER

PRIORITIZE

FOLLOW-UP WITH WHISTLEBLOWER’S CONSENT

1. Protect Whistleblower
2. Advance Disclosures

3. Additional Investigation 
4. Additional Referrals

YESNO

NO POTENTIALLY

Acknowledge receipt and provide timeline for expected follow up

UPDATE SECURE TRACKING SYSTEM

INITIAL SCREENING

DETAILS TO KEEP IN MIND

Contact the Office of the Whistleblower Ombuds for a confidential case 
consultation, or to help your office develop intake procedures and to 
access our templates at whistleblower.house.gov

Scan here for  
a PDF of  this 
infographic

2021 SURVEY DATA
58% of survey respondents work on 
Capitol Hill and 42% work for a  
District Office. 

Since interacting with the Office:

• Nearly 90% have more confidence 
working with whistleblowers

• Nearly 40% of offices have 
strengthened intake processes 

  202-226-6638     whistleblower.house.gov     WhistleblowerOffice@mail.house.gov

The Office of the Whistleblower Ombuds is an independent, 
nonpartisan support office that advises the House on best 
practices for working with whistleblowers from the public and 
private sectors. All inquiries are treated confidentially.

WHISTLEBLOWERS AND CONGRESS
Whistleblowers, those who disclose threats to the public interest, 
commonly contact Congress to expose wrongdoing and to seek support. 
Further, Congress’ oversight work relies on vital disclosures from federal 
workers as well as private sector employees. In turn, offices need the tools 
to effectively work with whistleblowers—from the initial screening stage to 
resulting oversight.

GENERAL AND PRIVATE TRAININGS
The Office offers an interactive, 60-minute training on best practices for 
working with whistleblowers. It is the foundation of the Working With 
Whistleblowers Learning Path, available through the Staff Academy. 
Member offices and committees may also request private sessions for an 
informal Q&A and customized content.

Participants receive a manual and model materials on how to:

• Manage relationships with 
whistleblowers

• Protect whistleblower information

• Establish an effective case 
management system

• Navigate the legal landscape

CONFIDENTIAL CONSULTATIONS
The Office can provide confidential consultations to assist House Member 
offices and committees in responding to whistleblowers. The Office can 
also provide technical guidance on whistleblower legislation. Note: The 
Office cannot receive disclosures from whistleblowers.

INTAKE PROCESSES
The Office is available to help Member offices and committees establish:

• Whistleblower intake procedures

• Guidelines to maintain 
confidentiality 

• Best practices for follow-up

• Systems to keep disclosures 
secure

The Office is a great resource for 
an under-appreciated part of our 
jobs serving constituents in often 
tricky matters. 

The advice was specific for the 
whistleblower situation our office 
encountered versus a one size fits 
all approach. Appreciated that [the 
staff] listened and asked lots of 
questions and provided quick  
follow up via email.

WORKING WITH WHISTLEBLOWERS  
STARTER PACK FOR DISTRICT OFFICES

ONE PAGER: The Office of the Whistleblower Ombuds

The Office’s one pager provides an overview of its role as an independent  
and nonpartisan House support office. 

TRAINING MANUAL: Best Practices for Working with Whistleblowers

The Office’s training manual provides foundational guidance and model 
resources for working with whistleblowers from the public and private sectors. 
It accompanies the training: Best Practices for Working with Whistleblowers, 
available to District Offices as a private session by request.    

INFOGRAPHIC: Whistleblower Case Management Intake Workflow

The Office’s infographic provides a one-page visual overview of the 
whistleblower intake and case management workflow. It guides staff through  
the intake process step by step while offering key disclaimers, discussion points, 
and methods for vetting allegations as well as follow-up along the way. 

REFERENCE: Guiding Phrases for Working with Whistleblowers

This guidance document suggests guiding phrases to consider using as  
you navigate productive conversations with whistleblowers. It can be used 
throughout your working relationship, from intake through your follow up work.

VIDEO: Caseworkers: How to Identify Whistleblower Matters

This training video aims to assist caseworkers as they work to identify and 
distinguish whistleblowing from more traditional casework. It can be paired  
with its companion guidance document.

Whistleblowers commonly contact their Member of Congress for guidance and 
support. This starter pack highlights introductory guidance for District Offices 
on best practices for working with whistleblowers from the public and 
private sectors. These resources are part of a larger library on theOffice 
of the Whistleblower Ombuds’ website and through its Working with 
Whistleblowers Learning Path. 

Contact the Office for confidential, customized guidance.  
We look forward to working with you.

202-226-6638  |  whistleblower.house.gov 
WhistleblowerOffice@mail.house.gov

CLASSIFIED DISCLOSURES
If the matter/evidence may be classified, pause and consult the 
Office of the Whistleblower Ombuds and the House Security 
Office for guidance. 

GUIDING PHRASES FOR 
WORKING WITH WHISTLEBLOWERS

This document provides guiding phrases for whistleblower intake and follow-up. It can be paired with the Case 
Management Intake Workflow Infographic. For comprehensive guidance, see the Manual: Best Practices for 
Working with Whistleblowers. Language may need to be tailored for your office’s practices. Note that red text 
may be situationally applicable or intended for staffer background information.

ADVANCE DISCLAIMERS TO PROVIDE
 ■ Before we move forward, I want you to be aware of 

some key disclaimers

 ■ There are broad protections for communicating with 
Congress, and you may be covered by them, but I’m 
sensitive to the reality that whistleblowers commonly 
experience retaliation

 ■ Our office can’t provide legal advice, but as a best 
practice we recommend you consult experienced 
counsel

 ■ It’s generally advisable to blow the whistle on your own 
time and with your own resources

 ■ We’re committed to protecting your desired 
confidentiality but there may be limitations we’ll discuss 

KEY FACTS AND AREAS FOR DISCUSSION
 ■ Our office won’t act on information you provide without 

your permission 

 ■ To start, please summarize your concerns/goals

 ■ Do you have legal counsel advising you on your 
decision to speak with Congress? [knowledgeable 
counsel can help you determine the best course  
of action]

 ■ Some whistleblowers are comfortable being public 
facing—others want their identity to remain confidential. 
Are you seeking to remain confidential?

 ■ Our office will do its utmost to protect your desired 
confidentiality, but it cannot be guaranteed

 ■ Some factors are beyond our control and will require 
that you take additional precautions [e.g., camouflaging 
your digital footprint or unique facts]

 ■ Please don’t provide any documentary evidence at this 
stage – if it becomes necessary, I’ll follow up [there are 
risks inherent with sharing documents and it is best 
to proceed cautiously] 

MANAGING EXPECTATIONS 

 ■ Our office has limited bandwidth and jurisdiction.  
We don’t have capacity to look into all cases, but…

 ■ I realize this is difficult, and at minimum I can provide 
guiding resources, such as survival tips to keep in mind 
[see Ombuds’ Whistleblower Audience page].  
I also may be able to identify relevant referrals and laws

 ■ Let me evaluate how best to proceed, and I’ll contact  
you within [office determined timeframe]

INVESTIGATE FURTHER 
 ■ Let’s plan together how my office can safely look into 

these concerns. I will need your guidance and follow-up 
support throughout this process to make sure we’re on 
the same page 

 ■ To start, can you provide a timeline of key events?

 ■ To mitigate potential risks of document sharing, can you 
provide written summaries of key evidence? Then we can 
identify if there are alternative ways for my office to obtain 
what we need while masking you as the source

 ■ Do you have trusted colleagues who share your concerns 
and may speak with our office? Additional witnesses will 
strengthen potential oversight and make it more difficult 
for the employer to discredit the whistleblowers [remind 
them to test waters cautiously]

 ■ Have you made your disclosures within your workplace or 
to other entities? If so, please provide me with a summary 
of the status of those disclosures and any related findings. 
This information will help to inform potential support 
throughout our follow up work 

 ■ Is it ok for my office to contact the offices you have 
already engaged or other relevant third parties [raise 
Privacy Act waiver as applicable]? Will you help me to 
screen my office’s inquiries in advance for any information 
that could identity you? [if confidential] 

 ■ Before I look into these concerns, are there any limits 
around my office’s use of your information? 

 ■ Thank you, this guidance will help me look into your 
concerns and evaluate next steps. While the exact 
timing is out of my control, I will do my best to keep 
you apprised of developments and reach out if I 
need further information. Please keep me apprised of 
relevant developments [determine best methods for 
communication] 

IF YOUR OFFICE DECIDES NOT TO PROCEED
 ■ Our office takes these allegations seriously and we have 

carefully considered what you shared. However, we will 
not be proceeding with an investigation at this time 
[given jurisdiction/capacity/other]

 ■ There may be other governmental offices and 
whistleblower support groups for consideration. I will/
have share(d) these resources with you. Consider 
consulting knowledgeable counsel before acting on 
governmental referrals

 ■ I appreciate your time and candor with us and encourage 
you to reach back out if other issues arise that are within 
our office’s jurisdiction

Scan the QR code  
to download a digital 

copy of this guide.
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